[image: ]
Hampton Wick Infant
& Nursery School

Acceptable Use of IT Equipment and School Systems



	This policy was adopted/updated:
	July 2018

	This policy will be reviewed:
	July 2019 or as required


	Governor Committee Responsibility 
	Teaching and Learning

	Statutory policy:
	No

	Source:
	School









Acceptable Use of IT Equipment and School Systems
The following steps have been put in place to ensure the longevity of current equipment and the continued safeguarding of the school’s IT infrastructures

· That school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk. 
· That staff will understand there is a limited budget available to spend on equipment renewals and it is their responsibility to ensure they look after the equipment under their ownership
· That staff are aware of their duties regarding acceptable use when handling personal data using digital technologies both on and off-site 
Teacher Laptops/iPads/Memory pens

· All laptops/iPADs/tablets issued to you for use in the classroom and at home remain the property of the school and should only be used for school purposes and by the person to whom it is issued. All equipment must be signed out by Sally Hayes before leaving the premises.
· All laptops allocated for use at home must be encrypted before leaving the premises

· All school laptops are audited for software integrity and electrical safety tests, therefore laptops should be made available on request. 

· Software installations must be for education/school use only and downloaded via the schools IT administrator/support team
· Ensure the use of encrypted hardware is used for storage of all documents containing staff /pupil data 

· I will ensure that any digital personal data that is viewed outside of school or  transferred outside the schools secure network, must be held on an encrypted device. 
· Ensure the use encrypted hardware is used for storage of all documents containing staff /pupil data 
· Do not leave staff profiles open when away from computer, either log out or click [image: ] and L button together to lock screen

·  Do not save personal files such as pictures, music or videos files onto the school laptops/iPADs

Computers/laptops/iPads/tablets
All school machines are to be strictly used for school purposes only - Personal use is not permitted

· It is the responsibility of all staff to ensure all computers in their area are shut down at the end of each school day
· Do not leave staff profiles open when away from computer/laptop, either log out or click [image: ] and L button together to lock screen

· Ensure all computer equipment is secured and stored in the designated area

· Use of printers and copiers to be related to school documents only and not for personal use, all printing must be collected, with no sensitive data to be on view at any time


· Do not save personal files such as pictures, music or video files onto the school computers

· Accessing the internet for personal use is not permitted i.e. retail sites, facebook, personal email accounts ,e-banking etc.

· After use all users must log out of their personal profiles 

· Please keep your desktop clear. All documents must be saved to the documents folder and not placed on the desktop (shortcuts to other programs are allowed)


Class Computers
· It is the responsibility as the class teacher to ensure that the class computers are used responsibly by the children, ensuring that the children follow the school codes when using the laptops and computers. 
·  All computers must be shut down at the end of each school day.

Pupil Laptops

· Do ensure children follow the correct procedures for closing down computers/laptops and that they are reminded of the School Codes for Computing. 

· Do not allow children to pick up the laptops via the screen

· Please return laptops to their designated trolley after use and they are recharged. All equipment must be shut down before placing in the trolley. The laptop trolley must be locked and the key stored in the designated area.

· All laptop/computer malfunctions must be reported to Sally or logged with our IT technicians via the support helpdesk. The shortcut to access ClickonIT helpdesk can be found on your desktop.

Internet Safety
· Please ensure children’s use of the internet is monitored and that they are supervised at all times

· Annual E-Safety training for children must be delivered on a half termly basis to each class. It is the class teacher’s responsibility to ensure that the training is included within their planning. Delivery of E-Safety session may be delivered by class teacher or other members of the school community. Teachers can obtain training materials when they register through the ‘Think U Know’ website available at https://www.thinkuknow.co.uk/teachers/register.aspx

Use of the Internet for Teaching

· Children must use a child friendly search engine for all research purposes,this includes image and game searches for example;
www.safesearchforkids.com 
www.juniorsafesearch.com 

· Staff must ensure web content is safe and age appropriate.
· Staff will preview sites for teaching/learning before use, ensuring all digital content and media clips are certificate U only and that all web content, video clips are fully viewed by the class teacher prior to the start of lesson to ensure content is safe and age appropriate.
Sites must be preloaded before the lesson begins to avoid children being exposed to inappropriate images / adverts

· No raw image searches are allowed when working in front of pupils. 

· Please read the school’s E-Safety Policy  for further guidance
Whole School Printers
Each colour cartridge retails at approximately £200 each, the main printer requires 4 cartridges. To ensure that ink is available throughout the academic year ink consumption needs to be kept to an absolute minimum.
· It is the responsibility of all staff to ensure printers are stocked with ink and paper and that all paper jams are cleared when they occur. Please check the paper tray is free of foreign objects before use and report any issues to the IT administrator/Leader

· The majority of printing must be wallet size, with the exception of display purposes (essential prints only)
· The group printer must only be used to print small print jobs no more than10 copies, larger print jobs must be sent to the photocopier.
· Printing of coloured pictures/resources  must be kept to a minimum
· Allocated printing codes must be used and not shared ( please do not use other staff area codes) 
· Use of printers and copiers to be related to school documents only and not for personal use, all printing must be collected, with no sensitive data to be on view at any time
Photographs of children
· Please ensure you comply with the Photographing and Video Policy and you have up to date information regarding children that cannot be photographed for external viewing.

Mobile Phone Use

· Phones must be placed out of sight, all staff are prohibited the use of mobile phones during working hours. Accessing phones is restricted to work breaks only

· Staff are prohibited from using mobile phones for any type of audio/visual means this includes photographs, videos, recordings connected to any aspect of school life. 

Whiteboards
· Teachers must turn off their C-Touch boards at the end of the school day
Battery Operated Equipment
· Please replace/recharge depleted batteries when required
· Please ensure all battery operated equipment is turned off after use

Cable management
It is the class teacher’s responsibility to ensure that cables connecting to whiteboards, laptops, speakers and CD players remain untangled. This is a serious health and safety issue. Please ensure that cables are checked at regular intervals.
Technical Support (ClickonIT)
Technical support will be provided by ClickonIT every Monday.
· All IT issues must be logged with Sally or through the ClickonIT helpdesk
· Please check for obvious malfunctions before recording issues i.e. power supply, loose connections, ink supply and paper jams

LGFL Email Accounts
The LGFL accounts are the property of the school and must only be used for school purposes. All LGFL accounts are monitored by Atomwide / IT administrator. Personal emailing increases the risk of viruses entering the schools infrastructure and is prohibited
E-mail Protocols
· Access to personal email accounts is not permitted (google mail / Virgin Media etc using the school laptops / computers
· All staff must use lgfl USO-FX when sending sensitive documents to external parties
· Personal emailing is not permitted via your LGFL account
· LGFL usernames and passwords must not be shared with other users
· All users must log out of their LGFL accounts after use to prevent others from viewing email content 
· All school emails should be laid out and formulated to the schools standard for written communication, no text language and informal language should be used
· All emails should have a clearly defined subject line, never place personal information (such as pupil’s names in the subject line of an e-mail. 

· Agreements entered into by email do form a contract. Individual members of staff should not enter into agreements either with other members of staff internally or with external contracts unless they are authorised to do so by the headteacher
· Inboxes must emptied each term
· [bookmark: _GoBack]All attachments in e-mails should be saved into any appropriate electronic filing system (a designated folder) or printed out and placed in paper files, followed by deletion of the e-mail for your inbox
· A disclaimer ‘for recipient only must be included within the email body. Please note that email accounts are periodically monitored by the schools IT administrator to ensure compliance with school policies 

To ensure full commitment to safeguarding and sustainability of resources within our school it the responsibility of all staff members to adhere to the protocols of this policy 
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